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Course Description

Cisco Security Manager 3.1 provides
centralized security management for Cisco
devices, including firewalls, IPS, and VPNs.
For customers seeking a central point of
control for all network security management,
CS-Manager is a powerful solution for
centrally provisioning security policies.

This course is essential training for
individuals who plan to deploy CS-Manager
3.1.

Who Should Attend

This course is designed for Cisco customers
and Channel Partners who are currently
implementing CS-Manager 3.1 or who are
migrating from CiscoWorks VMS 2.3 to CS-
Manager 3.1.

Recommended Prerequisites

Students who have the following experience

will gain the most from this course:

= Familarity with network security
technologies, protocols, and policies

= 6 months of experience configuring
Cisco routers and security products

Related Training

= Securing Cisco Network Devices (SND)

= Securing Networks with Cisco Routers
and Switches (SNRS)

= Deploying Firewall Services with the
Cisco Catalyst 6500 FWSM (CAT6KM-
FWSM)

= Securing Networks with PIX and ASA
(SNPA)

= |mplementing Cisco Intrusion Prevention
System (IPS)

= Cisco Secure Virtual Private Networks
(CSVPN)

SMN

Learning Objectives

After you complete this course, you will be

able to:

= Manage devices in CS-Manager

Use and manage policies

Use and manage objects

Use the Map view

Use platform policies to manage site-to-

site VPN, remote-access VPN, and SSL

VPN

= Configure platform services and policies
on firewall devices

= Configure platform services and policies
on Cisco IPS sensors and Cisco I0S
IPS devices

= Configure platform policies on Cisco
IOS routers

= Configure platform policies on Catalyst
6500 Switches and Cisco 7600 Routers

= Deploy the FlexConfig feature

= Manage activities and workflow

= Use monitoring, troubleshooting, and
diagnostic tools
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Overview

Lesson 1: Introducing Cisco Security
Manager

Product Overview

Using Cisco Security Manager

Installing Cisco Security Manager
Working with the Cisco Security Manager
User Interface

Lesson 2: Managing Devices
Preparing the Devices for Cisco Security
Manager to Manage

Understanding Device View

Adding Devices to the Cisco Security
Manager Inventory

Working with Devices with Dynamically
Assigned IP Addresses

Understanding Device Credentials
Testing Device Connectivity
Understanding Device Properties
Understanding Device Grouping

Lesson 3: Managing Policies
Understanding Policies

Managing Policies in Device View
Managing Shared Policies in Policy View
Advanced Policy Features

Discovering Policies

Lesson 4: Managing Objects

Objects Overview

Understanding the Policy Object Manager
Window

Overriding Global Objects for Individual
Devices

Selecting Objects for Policies

Lesson 5: Using Map View
Understanding Maps

Displaying Your Network on the Map
Managing Firewall Services in Map View
Managing VPNs in Map View

Managing Device Policies in Map View

Module 1: Cisco Security Manager

Security Manager for Cisco Networks

Module 2: Provisioning Cisco
Security Devices

Lesson 1: Managing VPNs

Overview of Site-to-Site VPNs

Working with VPN Topologies

Working with Site-to-Site VPN Policies
Overview of Remote-Access VPNs
Working with Policies in Remote-Access
VPNs

Lesson 2: Managing SSL VPNs
Overview of SSL VPNs

Configuring SSL VPN on Cisco 10S
Configuring SSL VPN on Cisco ASA

Lesson 3: Managing Firewall Services
Overview of Managing Firewall Services
Managing Rules Tables

Understanding Access Rules

ACL Settings

Inspection Rules

AAA Rules

Web Filter Rules

Transparent Firewall Rules

Lesson 4: Managing Firewall Devices
Platform Policies on Firewall Devices

Lesson 5: Managing Cisco IPS Services
and Devices

Overview of Network Sensing

Configuring Interfaces

Configuring Signatures

Configuring Anomaly Detection

Configuring Event Actions

Configuring Policies for Cisco 10S IPS
Devices

Managing Cisco IPS Devices

Lesson 6: Managing Routers
Overview of Policy Management
Working with Platform Policies

Lesson 7: Managing Catalyst 6500
Switches and Cisco 7600 Routers
Overview of Managing Catalyst 6500 Series
Switches and Cisco 7600 Series Routers
Managing Policies for Catalyst 6500 Series
Switches and Cisco 7600 Series Routers
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Module 3: Managing FlexConfigs,
Deployment, and Administration
in Cisco Security Manager

Lesson 1: Managing FlexConfigs
Understanding FlexConfig
Working with FlexConfig Policy Objects

Lesson 2: Managing Activities and
Workflow Deployments
Understanding Activities

Working with Activities

Managing Deployment

Lesson 3: Using Monitoring,
Troubleshooting, and Diagnostic Tools
Using the Tools Menu

Using Monitoring, Troubleshooting, and
Diagnostic Tools

Lab 1-1: Device Bootstrap and
Connectivity Test

Lab 1-2: Device Import

Lab 1-3: Interface Role Definitions and
Uses

Lab 1-4: Policy Object Creation

Lab 2-1: Firewall Policy Management:
Policy Sharing

Lab 2-2: Firewall Policy Management:
Policy Inheritance

Lab 2-3: NAT and Inspection Rules
Configuration

Lab 2-4: VPN Deployment Management

Lab 2-5: Cisco ASA Virtual Firewall
Management

Lab 3-1: Device Management with
CiscoWorks Auto Update Server




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


