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CDP Defined

• "Continuous data protection (CDP), also 
referred to as continuous backup, pertains to 
products that track and save data to disk so 
that information can be recovered from any 
point in time, even minutes ago. CDP uses 
technology to continuously capture updates 
in data in real time or near real time, offering 
data recovery in a matter of seconds. The 
objectives of CDP are to minimized exposure 
to data loss and shorten time to recover."
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CDP Architectures

• Host Based
• Array Based
• Network Based
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Host Based CDP
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Host CDP Benefits

• Many Product Options
• Simplistic Approach
• Low Cost of Entry
• Focused on Microsoft 

Applications
• SMB Market

Exchange

meta
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Host CDP Challenges

• Inter-host coordination (Data 
Consistency)

• CPU, Memory and LAN Bandwidth 
consumption (App Performance)

• Rollback Granularity
• Availability
• Scalability
• Cross Platform Support (MS Centric)
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Array Based 
(Incremental Snapshots)
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Array Benefits

• Support for Multiple O/S
• Ability to Scale across multiple 

systems
• Extension of existing 

mirroring/snapshot
• Incremental Software update on 

existing arrays

Arraymeta
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Array Challenges

• Data Consistency
• Rollback Granularity limited to 

snapshot size
• Support for Heterogeneous Arrays 

limited
• Lack of Application Integration for 

consistent recovery
• Extra capacity required to manage 

images
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Network Based CDP
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*BRCD has future plans to provide Intelligence in it’s Tapestry appliance.
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Network Based CDP
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Network CDP Benefits

• Data Consistency
• Heterogeneous Host O/S
• Heterogeneous Arrays
• No Performance Impact
• Highly Scalable
• *Application Level Recovery
• *Journal Compression
• *CDP and DR Integration

*Unique to select CDP Providers



April 3-6, 2006 • Manchester Grand Hyatt • San Diego, California

Network CDP Challenges

• Hardware Addition/Migration –
CDP Appliance and for full benefit 
migration to Intelligent Switch

• Initial Cost compared to host 
solution

• Perceived Complexity
• High Availability (w/o clustering)
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CDP Case Study
Application Recovery

1. Host writes data to production 
volume.  The write is 
duplicated to the CDP 
appliance

2. The CDP appliance 
continuously writes to the 
replicated volume

3. The Journal volume 
maintains a record of all I/O 
with timestamp, events and 
unique application 
information.

4. The replicate volume can be 
mounted to the production 
host at any time.

CDP
Appliance

Target

Host

CSCO
MDS

Prod
Vol

Repl
Vol

CDP
Journal



April 3-6, 2006 • Manchester Grand Hyatt • San Diego, California

CDP Impact
• Immediate recovery to 

ANY application event or 
any point-in-time

• Capacity reductions over 
traditional BCV or 
SnapShot

• Provides protection 
across any host, any 
disk, any failure mode.

• Combine with tape-
backup for complete ILM 
solutions

Your mileage may vary and Not all CDP solutions are created equal!
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CDP Recommendation

• CDP Best Practices are based on your 
environment

• SMBs have different needs than mid to 
large businesses.

• There are GOOD alternatives to 
expensive array based solutions, 
which might actually fulfill your 
requirements far better!

• Research and experiment.


